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The biggest shifts in Al today aren’t technological,
they're behavioral.

Consumer behavior Is shifting faster than
marketing budgets have been able to follow,
and this will only continue to accelerate.

New research on Al/LLM disruption?!, done

INn parthership with BCG, dives deep into these
behavioral shifts, the current state of play
for marketers, and where we go from here.

1 Here AI/LLM refers to generative Al chatbots, assistants, and agents, which we'll refer to as “Al” throughout the report for simplicity’s sake.



In partnership with BCG, we surveyed 283 marketing
leaders across 15 verticals and 5 regions, interviewed 15
executives from leading companies, and analyzed first-
party Moloco data from 3,000+ apps representing 200
billion downloads.
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We uncovered new insights on Al disruption, vertical
strengths and opportunities, and the new customer
journey, starting with inspiration.




Lnspiration nouu
starts wuith Al

of US adults now
1 3 discover brands via
personal Al agents

Source: Cordial, “Brands Battle for Attention as Al Redefines the Funnel”
conducted by Dynata, Aug 2025. 1,000 US Adults surveyed by Dynata
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Discovery
has been upended

o of Google searches now
o end without a click when
Al Overview Is present

Source: Similarweb, “Zero-Click Searched And How They Impact Traffic”, May 2025
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For shoppers, AL has gone from
experimental to essential

o of consumers use
4 7 / Al to research
0 purchases

st, “2025 Consumer Adoption of Al Report”, July

in US, UK, Canada and Australia using Attest

Source: Atte
Adults
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ai

I is extending from

advice to action

feel comfortable
letting Al make

purchases for them

Source: Contentsquare/Morningstar, December




Unoderstanding
disruption on the
vertical level

The traditional marketer’s toolkit wasn't built
for Al-driven consumer journeys. It's a world
of less predictability, and more possibility. To
explore the risks and opportunities for each
vertical, we guantified how exposed brands
are to Al-driven disruption, and the strength

of thelr customer relationships.
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Source: Moloco and BCG (2025). Based on surveys
and interviews with 250 senior marketing leaders
(CMOs & VPs) across 15 verticals, plus performance
data from 3,000+ apps representing 200B+
downloads.
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LOW

Breached

Al disruption | High

Al has already disrupted discovery as inspiration, search,
and decision-making have been compressed. There's
high risk of service disintermediation as agentic Al can
complete booking flows, summarize information,
aggregate listings, and more.

Customer relationship strength | Low

Low customer relationship strength due to a
combination of weak loyalty, higher reliance paid traffic,
and more engagement on the web (vs. mobile app).

Breached companies need to
fundamentally rebuild the relationship
layer:

Build stronger customer relationships
by investing in owned services like Breached
mobile apps, creating loyalty programs,
personalized experiences, and
community ecosystems

High Al disruption and weak
customer relationships leave these
verticals highly vulnerable to being

@ Make the most of first-party data and disintermediated by Al.

iIntegrate Al-like offerings to create
personalized deals, contextually
relevant product comparisons, and Al-
driven customer assistance

@ Find new pockets of growth and re-
engage existing users by diversifying
media spend away from disrupted
discovery channels like paid search and
programmatic display (web) to more
resilient channels like mobile apps

Risk of Al disruption
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Undefended

Al disruption | Moderate to Low

Discovery disruption is moderate to low due to reliance
on paid channels that are most disrupted, including
search, programmatic web, and affiliate channels.
There's a low risk of service disruption as core
functionalities can't easily be replicated.

Customer relationship strength | Low
Low customer relationship strength is due to a
combination of weak loyalty, higher reliance on paid
traffic, and more engagement on the web (vs. mobile

app).

Low Al disruption today, but weak
customer ties mean these verticals need
to pivot strategies for the long term.

Undefended companies need to build
future-proof foundations: Undefended

Build stronger customer relationships
by investing in owned services like
mobile apps, creating loyalty programes,
personalized experiences, and
community ecosystems

@ Make the most of first-party data and
integrate Al-like offerings to create
personalized deals, contextually
relevant product comparisons, and Al-
driven customer assistance

Source: Moloco and BCG (2025). Based on surveys
and interviews with 250 senior marketing leaders
(CMOs & VPs) across 15 verticals, plus performance
data from 3,000+ apps representing 200B+
downloads.

Risk of Al disruption
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LOW Strength of customer relationship HIGH
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Contested

Al disruption | High

Al has already disrupted discovery as inspiration, search,
and decision-making have been compressed. There's
high risk of service disintermediation as core features
are sticky today, but Al agents are rapidly learning to
replicate workflows.

Customer relationship strength | High
Deep reliance within daily workflows and a history of
organic acquisition signifies strong customer loyalty.

Contested companies need to defend and
differentiate:

Secured

@ Elevate existing switching costs by Undefended
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. . Breached
indispensable to customers.

Contested

Risk of Al disruption

@ Shape industry standards by H.igh Al disruption is already reshaping
leveraging scale and trust to define discovery here, but strong |oyalty and

how Al integrates into this vertical (i.e. user intent keep these verticals durable.
data partnerships, proprietary agents)

@ Find new pockets of growth and re-
engage existing users by diversifying
media spend away from disrupted
discovery channels like paid search and
programmatic display (web) to more
resilient channels like mobile apps

Source: Moloco and BCG (2025). Based on surveys
and interviews with 250 senior marketing leaders
(CMOs & VPs) across 15 verticals, plus performance
data from 3,000+ apps representing 200B+
downloads.
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Secured

Al disruption | Moderate to Low
Discovery disruption is moderate due to a mix of
reliance on disrupted and more resilient channels.
There's a low risk of service disruption as core
functionalities can't easily be replicated.

Customer relationship strength | High
Habitual engagements, organic pull, and trust all drive
high customer loyalty.

Secured companies can accelerate their
advantage:

Low Al disruption and strong customer
relationships combine to create resilience.

@ Reimagine customer connection with
Al-powered experiences, shifting from Secured
generic engagement to personalized,
proactive relationships

Risk of Al disruption

@ Find new pockets of growth and re-
engage existing users by diversifying
media spend away from disrupted
discovery channels like paid search and
programmatic display (web) to more
resilient channels like mobile apps

Source: Moloco and BCG (2025). Based on surveys
and interviews with 250 senior marketing leaders
(CMOs & VPs) across 15 verticals, plus performance
data from 3,000+ apps representing 200B+
downloads.
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“The rigid booking flow we're used
to... origin, destination, dates, and Travel
filters doesn't have to exist in an Al

world.”

—Head of Marketing, Global Travel App
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Social
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Auto
Marketplaces

B

“Discovery for cars is very visual:
Users want to see the listings, apply
filters, and compare. Al guidance can
help, but it doesn’t replace
browsing.”

—CMO, Auto Marketplace
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“When someone clicks from an ad
and comes to our site, they're still
highly likely to subscribe. But if
they've already gotten the content
from the LLM, they might not need
more—they're less likely to convert.”

—SVP Brand Marketing, Leading News
Publisher
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“Search has historically been our
strongest channel, but we're seeing
growing pressure as Al summaries
start showing up even above paid
results.”

—Global Head of Marketing Strategy,
Education App
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“App store discoverability is going to & Fitness

be at risk - people may just go
straight to ChatGPT and never search
the stores.”

—CMO, Health and Fitness
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“That page is not just for people like | _ B

you, it is very specifically for you and
your household... 100% personalized
in almost every case, sooner rather
than later.”

—Head of Media, Global eCommerce
Brand
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“The goal is to make the experience
as sticky as possible so people stay in
their accounts and keep engaging.”

—Head of Growth Marketing, Global
productivity platform
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“Al can replicate things like
configurators or trade-in calculators,
but those are already digital. The
bigger question is whether people
will trust it for a $50,000 purchase.”

—CMO, Global Automotive
Manufacturer
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“Discovery is moving from big
platforms to niche communities
where CPMs are cheaper and
engagement is higher.”

—Retention Lead, Global Social Media
App
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“The traditional entry points of SEO
and app stores are exposed - Al can
sit on top and redirect that traffic.”

—Head of Marketing, Global Streaming
App
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“Financial services will be behind
other industries in agentic
commerce - people still need to read
terms, review details, and apply
manually.”

—Head of Digital Marketing Platforms,
Leading Bank
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“Al isn't sending you ten options
anymore. It's sending you one - and
we need to be that one”

—Director of Growth Market, Financial
Services Comparison Platform
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“Most of conversion today comes
from promotions, but you can't offer
a promo inside an LLM answer. Over
time, conversion will depend more
on brand trust, and eventually
agentic commerce will take hold.”

—Head of Marketing Strategy, Global
Food Delivery App
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“It's an app business... almost all of
[our customers] are going to be
organic on any given day just based
on the purchase frequency of the
category... for us, brand trust is the
number one factor.”

—EVP Marketing, Sports betting brand
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Unile journeus shift,
relationships endure

Every vertical and company will face
a unigue set of opportunities and challenges,
but there's one strategic principle that's
consistent. Customer relationships are
the durable asset of the Al future.



Here are three critical strategies forvvard-looking
CN1Os are using to drive connections:

Investing in the best digital experience for customers: mobile apps

178 Ouwuning and activating customer signals

WEd Rethinking channel mix in the new age of discovery



Here are three critical strategies forvvard-looking
CN1Os are using to drive connections:

Investing in the best digital experience for customers: mobile apps

Brands can curate and control the end-to-end mobile app
experience, and make the most of first-party data to offer:
- Personalized content and discovery that learns from user
behaviors and preferences
- Al-driven browsing, comparison, and assistance
. Gamified interactions and exclusive access/rewards
- Community ecosystems and interactions that increase
loyalty

While everyone fights for visibility in the disrupted
world, surfaces where brands own the direct
relationship are now a primary competitive advantage.
That's why brands are doubling down on creating great
experiences on mobile, the stickiest surface for
consumers.

For marketers, mobile apps are a critical digital strategy.
Investing in mobile apps means access to actionable first-
party data, closed-loop measurement, and most importantly,
continually deepening connections with customers. "

Owining and activating customer signals

WER Rethinking channel mix in the new age of discovery



Here are three critical strategies forvvard-looking
CN1Os are using to drive connections:

Investing in the best digital experience for customers: mobile apps

Owning and activating customer signals

Customer signals will continue to be a critical i Customer expectations are higher than ever, and making the
differentiator as third-party signals become less most of the customer signal can be the primary difference-
reliable. The more brands can understand their maker in being able to understand and meet those needs.
customers, the stickier connections and relationships Key strategies include:
they can build. - Embed data capture throughout the customer journey,
not just at conversion.
- Build unified profiles that connect web, app, and offline
behavior.
- Use Al to activate first-party data for personalization at
scale.
- Drive growth by effectively re-engaging lapsed users.

UER Rethinking channel mix in the new age of discovery



Here are three critical strategies forvvard-looking
CN1Os are using to drive connections:

Investing in the best digital experience for customers: mobile apps
Owning and activating customer signals

Rethinking channel mix in the new age of discovery

Not every brand needs an app, but for brands who can offer
frequent engagement, complex service, or community
ecosystems, investing in a mobile app has huge upsides.

While everyone fights for visibility, forward-looking
brands are building customer relationships on surfaces
they own. Investing in a mobile app can mean access
to actionable first-party data, closed-loop
measurement, and most importantly, deeper
connections with customers.

Highly disrupted channels include paid and organic search,
programmatic display (web), and affiliate channels

More resilient channels are ones with direct engagement
and access to first-party data, allowing for personalization
and closed-looped performance, including:

- In-app marketing channels

- E-commerce and retail media

- Email and CRM
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https://www.moloco.com/contact-us
https://www.bcg.com/publications/2026/introducing-the-consumer-ai-disruption-index
https://www.moloco.com/ai-disruption-index
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About the Research

This report leverages insights from
Mmultiple research methodologies
conducted with Boston Consulting
Group from June to October 2025. (>
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Quantitative Survey

283 marketing leaders (VP/C-level) across
15 verticals and 5 regions, representing
companies from $50M to $10B+ in revenue.

Expert Deep Dive Interviews
15 senior executives (VP/C-level) from leading
companies across key verticals.

Performance Analysis

App performance data from 3000+ apps
with 200B+ downloads, analyzing retention
rates, engagement patterns, and acquisition
channels (Moloco/Sensor Tower/Semrush).



